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INTRODUCTION Application Analysis Framework SLA Grading Framework Cost benefit tradeoff Analysis
Framework
| o The proposed methodology relies *First Record the cost difference for Total
To determlne_ whether or not an appllcgtlon -Th_e fr_amework evaluates_ eaph on a framework consisting of eight Cost of Ownership (TCO) and Cost of
shou_lcclj becnélgreta:]ed on '[O”?. clotuhq s.ervtlhcet fentlty In a DI_:D of ag_app!lcatlcc)ln categories [2] which are listed Cloud Storage (CCS) for all components
provider ( ) there are three things that are or C_S,I,A_,Cr In two directions _ata below, of an application on all the perspective
needed flowing into and out of the entity CSPs [4]
« An analysis of an application 3], *Availability
| | Compensation . - -
* An analysis of the various aspects of It does this by translating the -Scalability A Co§t r?]atrlx Als mXn .
services provided by a CSP DFD into a weighted directed -Security and Privacy *m is the number of storage option for a
| | graph with several specialized Performance component (Cloud A, Cloud B, etc..)
* A cost benefit tradeoff analysis to evaluate t ¢ odes based off what th _ and the last row (4,,) has TCO for each
the efficiency of migration in terms of eynriﬁf/ ?s Qginegswi?ﬁetheodavtva at the -Understandlng of C_3OStS component m
security and monetary benefits | *Ease of configuration o ' - TR
- -Compatibility nis the_nur_nber of different entities In
[t evaluates the individual nodes the application.
OBJECTIVES With,respect to the type of data Each category is scored on a point *4;; Is the price of storing entity i on cloud
they’re handling, the type of node, based system from 0 to 5 based on j
. . and its relationship with other how it is presented in the SLA. -Difference matrix D comes from T: 4 - D
» To develop security rating framework to nodes. where D.. — A y
rate each entities of an application along U _
the lines of Confidentiality(C), Integrity(l), g forO0=si=m0=<j=<mn
& Availability(A), along with the e ‘NOW consider security coverage
introduction of a new attribute. — Google differences of each component on a cloud
“criticality”(Cr). versus stored on private hardware In:
y P
. TERS | Glegforee technical impact, required privilege,
* To break down an SLA based on certain . S 4 HUSINESS impact 1 P J
categories like, security & privacy, C L = pact.
availability, and to grade them on a point fmwjf V/ . .
based scale as per the information SLA Grading N Cost-benefit *With these attributes score_d for each_
presented in an SLA. Framework L ;fjiizg V\éeag_r;fess on each CSIZ a S|mllar matrlxdto
Generated 2472015 the difference matrix above Is computed.
« To perform a cost-benefit tradeoff analysis SLA Amazon EC2 “ Th | fthe t £ led
_ _ _ _ S ~MIGRATION <« e values O e TWO matrixes are scaile
considering the different available CSPs a0 oo Kkl i > A - Inde
_ _ Securty and Privacy 10 (5. 2) Th CSP has Government levelcerfiction. . pendently by column and added
with regards to the cost and security T_ together
benefits gained from hosting different - d Vi et |
entities of an application on them. -0 o o |
- *The max. value in each column
Application _ : : :
Us Analysis determines the destination for an entity to
B P Framework migrate if it’s values of cost and security
BACKGROUND difference were both positive.
This work stems from the previous work Figure. 1: Depicts the different aspects of the Optimized Offline Risk Assessment Framework
of offline risk assessment of Cloud
Service Prpwder [1]. The previous work FUTURE WORK REEERENCES
however did not recommend a final
migration strategy for an application or a ‘Develop a generalized equation for the Cost benefit tradeoff Analysis so that it can be automated U R e A G 16T [l e i e S el et s
Way to evaluate entltles in a DFD Wlth thelr o ] . g])?l?]l:ri:aggj,lIi/llzc)iari.rie(ﬁ?'lr?\)e;rz(r)fgilllon,and Elizabeth Chang. "Conceptual SLA
re'a’[ionships to other entities and the type ’Deve|0p additional Categorles and expand the SLA Gradlng Framework TIrEaénEe\I/:/](t)Er)I:nf;)triOc!g:cégc:ﬂzgr;t}i:g.(;nDiIgEitélIIEEgg%stems and Technologies (DEST), 2010 4th
of information they handle. [t also did not Test the equation for local area for the effect of changing the log base EAC[)“r[‘il;ig‘op"ﬁzglZrégﬂi)vi?lt'%éat T Ll e e 55
recommend a way to rate CSP’s by their e e ol
) onference on. , 2014.
SLA's. ‘Implement the three frameworks and integrate it with current off-line risk assessment tool ) e
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